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Memo # 7121-12-19-2024

TO: All Staff

FROM: Joshua Kephart, IT Director
RE: Email Threat Protection
DATE: December 19, 2024

Good morning Staff,

Please find below information and instructions on our Email Threat Protection provided by
Mimecast. This feature will be enabled on Monday, December 23 across the agency. In
doing so, you will start to begin to see banners show up on emails that the system deems
as a threat.

Please interact with these banners and mark as safe or report as malicious to help us and
better improve our email security system.

If you have any questions, comments or concerns, please respond back to this memo for
IT service desk.

Sincerely,
Joshua Kephart
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Email Threat Protection

Banners

The banners shown below will now begin to appear in your email messages at the top of the
message. These banners are set to make you aware of a potential threat before interacting with the
sender. You can choose to mark them as safe or report as phishing or spam.

In doing so, this will continue to build our Al learning model of email security and provide our
agency with a more secure network. Please report on messages as they appear.

This message is suspicious
» Domain was created recently

This message needs your attention
* It's their first message to you
+ s from a personal email address

RapOR OF Mo Powered by Mimacast
(Reportorvork s sate e e
This message could be suspicious This message is dangerous
+ Similar name 1o SOMEONe in your organization Do not chick any links or respond 10 it. The sender was reportad as dangerous
+ The sender’s email address couldn't be verified ” St -

eport or Mark a< Safe .

+ Thisis a personal email address . POWSTRS By MImecast
l’”‘“""“' or Mark as S“."] Powered by Mimecast

User Experience
Clicking a warning banner will automatically authenticate staff and direct you all to the 'submit a
report' page, where you can select the appropriate action for the email.

Users who interact with for the first time will be required to authenticate against the Mimecast
platform using M365 SSO. (your CenClear email & password)

1. Clicking awarning Banner will authenticate their email address and direct users to a page to
submit a report.

2. Theuseris presented with a prompt where they will select the appropriate action for the
email.

3. Confirmation of the chosen selection is displayed.

Reporting an Email
Tgs r:t:sige—needsyou‘;attemion Q e

Subject: Rec 055 200 MNT Reform

You marked this message as spam
@ NO employee ¥ your COMDANTY Nt Svet fepked 1 T Deron

This message needs your attention

« This is a personal email address. What do you want to do with this message? Your feedback helps make email safer for everyone!
YOu CaN NOWw TMOVE THE MESSAgE 1D your juni foider We'd keep sendng
Report this Email or Mark as Safe Powered by Mimecast ® ® . o e e sencer
Feport 33 dangesouy REPOTT 2% 1AM LD Wark & vate and Were these warnings helphul?
10 My sequnty team my v tea Pecke warrengs " .
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