
 

  

 
Personnel Data  

Commentary & Helpful Resources for Minnesota Public Sector Employers 
 
Minnesota public employers need to be familiar with the Minnesota Government Data Practices Act 
which provides for the collection, usage, and accessibility of government data. Public employers should 
be especially attentive to the proper handling of personnel data. Some types of personnel data are 
designated as public, however, certain types of data may be classified as private or confidential and are 
not available to the public. When responding to requests for current or former county employee, 
applicant, or volunteer personnel data, it is especially important to be alert to restrictions on the release 
of information. The default presumption is that personnel data is private data on individuals - unless it is 
specifically classified as public data.  
 
Consequences 
 
The consequences for mishandling personnel data can be significant. In accordance with Minnesota 
Statutes, Section 13.09, anyone who willingly violates the Minnesota Government Data Practices Act or 
whose conduct constitutes the knowing unauthorized acquisition of not public data is guilty of a 
misdemeanor. Willful violation by a public employee constitutes just cause for suspension without pay 
or dismissal. This statutory guidance underscores the importance of developing a sound understanding 
of personnel data classifications and proper handling. Internal processes and controls should be 
established to protect the unauthorized access or release of personnel data. Human resources 
professionals are well advised to study and remain abreast of this important area of Minnesota public 
sector human resources practice, along with consulting their responsible authority to navigate this realm 
with confidence.   
 
Consult Minnesota Statutes 
 
Minnesota Statutes, Section 13.43, is the Minnesota Government Data Practices Act (MGDPA) section 
which lists data that is public on employees and on applicants. Personnel data that is not specifically 
defined as public personnel data, is private data on individuals (See Minnesota Statutes, Section 13.43, 
Subd. 4). Many of the terms and classifications of data can sound similar. Additional helpful definitions 
can be found in Minnesota Statutes, Section 13.02. 
 
The public data listed in Minnesota Statutes, Section 13.43 must be released to anyone upon request. 
When the request is for public personnel data, the employee subject of the data does not have the 
ability to withhold or prevent the data from being released. For members of the public who are seeking 
public data, the entity must respond in an appropriate and prompt manner (Minnesota Statutes, Section 
13.03, Subd. 2(a)), and within a “reasonable” time (Minnesota Rules, Part 1205.0300, Subp. 3). If the 
requestor is the data subject seeking data on oneself, the entity should comply immediately if possible, 
or within ten business days (Minnesota  Statutes, Section 13.04, Subd. 3), to either provide the data or 
inform the data subject that there is no responsive data available. The entity can arrange for a longer 
period to respond if the data subject agrees.   
 
The list of public personnel data is narrowly defined and limited in scope. Public employers should be 
aware that penalties for mistakenly releasing data that instead should be protected are far greater than 
for not releasing data that is public. Many county human resources departments consult their county 
attorney’s office or the responsible authority or their designee when responding to data requests, to 

https://www.revisor.mn.gov/statutes/cite/13.09
https://www.revisor.mn.gov/statutes/cite/13.09
https://www.revisor.mn.gov/statutes/cite/13.43
https://www.revisor.mn.gov/statutes/cite/13.02
https://www.revisor.mn.gov/statutes/cite/13.03
https://www.revisor.mn.gov/statutes/cite/13.03
https://www.revisor.mn.gov/rules/1205.0300/
https://www.revisor.mn.gov/statutes/cite/13.04


 

  

ensure interpretations of Minnesota Statutes are sound and consistently applied regarding the release 
of personnel data. 
 
Government entities are required to designate two types of data practices officials:  

1. The responsible authority, which is the employee who must be appointed by the county board 
and who is ultimately responsible for the collection, use, and dissemination of all of the entity’s 
data and for all of its data practices decisions, and who may also have designees to help 
administer the MGDPA; and  

2. A data practices compliance official (DPCO), which is the person to receive and respond to data 
practices questions and issues, including problems regarding obtaining access to the entity’s 
data; the interface with the public.    

 
Commonly, the human resources department is designated to receive and respond to employment 
verifications for mortgages and loans, future employment elsewhere, etc. without first going through 
the DPCO.    
 
Elected officials, like the county sheriff, county attorney, and elected county auditor, are the responsible 
authority for their respective offices, but not for any data administered outside of their offices. The 
county board may designate one county board appointed employee as the responsible authority for any 
data administered outside of the elected officials’ offices.  Until the county board designates a 
responsible authority, the responsible authority is the county coordinator or administrator, or if the 
county does not employ either, then the responsible authority is the county auditor. (See Minnesota 
Rules, Part 1205.0200, Subp. 14 and the Minnesota Department of Administration Data Practices Office 
section on Responsible Authorities.) 
 
The county may wish to define procedures specifying that data requests and related release of data be 
reviewed or approved by the responsible authority. This can help ensure consistent interpretation and 
practices, and compliance with the Minnesota Government Data Practices Act, by involving a 
knowledgeable authority within the organization. 
 
Informed Consent 
 
All other private personnel data should only be released with either a court order (which is rare) or with 
a release or authorization from the employee. A release or authorization is called an "informed consent" 
and it must contain certain elements. The county should obtain a written, signed, (and preferably 
notarized) informed consent in order to release specifically described data, to specifically named people, 
for specifically stated purposes.  
 
The informed consent form should: 

• Be written in plain language 
• Be dated 
• Specifically designate the particular person(s) or agencies the data subject is authorizing to 

disclose information   
• Be specific as to the nature of the information the data subject is authorizing to be disclosed   

[Tip - Carefully study the wording and description of data the subject is authorizing to be 
released. Is it all performance evaluations? All private data? All data relating to any disciplinary 
actions? The county should be certain to limit data released to exactly what is requested and 
authorized on the informed consent form.] 

https://www.revisor.mn.gov/rules/1205.0200/
https://www.revisor.mn.gov/rules/1205.0200/
https://mn.gov/admin/data-practices/data/contacts/responsible/
https://mn.gov/admin/data-practices/data/contacts/responsible/


 

  

• Specify the persons or entities to whom the data subject is authorizing information to be 
disclosed (e.g., specifying the name of a prospective employer to whom data may be released, 
but preferably identifying the name of a specific representative of that employer, such as the HR 
manager or the hiring supervisor) 

• Be specific as to the purpose(s) for which the information may be used by any of the parties to 
whom it is released, both at the time of the disclosure and at any time in the future (e.g., for 
consideration of suitability for employment with [name of prospective employer]) 

• Specify the expiration date of the informed consent, which should be within a reasonable period 
of time, not to exceed one year (except in the case of authorizations given in connection with 
applications for life insurance or non-cancelable or guaranteed renewable health insurance, and 
identified as such, the expiration date is two years after the date of the policy) 

 
Once the county has received written informed consent which meets the requirements above, 
appropriate steps should be taken to review and verify the information. For example, a best practice 
includes cross-checking signatures for authenticity if the employee is not signing in person. The 
responsible authority may need to review the specific request and approve the response. Then the 
county may follow its process to release the described private data on the employee to the authorized 
person.  
 
Collecting and Using Data 

 
Before a government entity collects data on individuals, it should ascertain:  

• That collection of the data is needed to administer or manage an authorized program. 
• Whether a Tennessen warning (or advisory) must first be given. A Tennessen warning alerts 

individuals that they are being asked to provide private or confidential data about themselves. 
• If a Tennessen warning is required in order to collect the data, then the data may be used as 

described in the notice. Before the private data can be used for other purposes, the entity must 
obtain the individual’s informed consent to use the data for those other purposes.   

 
State Agency - Data Practices Office 
 
The Minnesota Department of Administration, Data Practices Office is the state agency charged with 
overseeing data practices and open meeting issues for Minnesota governmental entities. The Data 
Practices Office provides very helpful information addressing common questions about personnel data 
which can be found on their website.  
 
Information about an employee supplying valid informed consent for a governmental entity to release 
data is found here. Scroll to the very bottom of the page to locate useful templates for sample forms.   
 
The Minnesota Department of Administration, Data Practices Office also offers Advisory Opinions free of 
charge, both over the phone for a quick answer at 651-296-6733 or 1-800-657-3721, or more formally 
via letter writing from the Commissioner of Administration and upon which the requesting county can 
rely. The complete library of Data Practices Office Advisory Opinions is available on the Minnesota 
Department of Administration, Data Practices Office website for general guidance. Interested individuals 
can search based on key words to review the opinions of the Data Practices Office. 

https://mn.gov/admin/data-practices/data/types/personnel/
https://mn.gov/admin/data-practices/data/warnings/consent/
https://mn.gov/admin/data-practices/opinions/
https://mn.gov/admin/data-practices/opinions/

