DIGITAL WATCHDOG:

Setting Up an HTTPS Cerlificate for the VMAX® IP Plus™

Affected Roles: Administrator, Owner

Related Digital Watchdog VMS Apps: VMAX® Web Viewer
Complexity: Medium

Firmware Version: VMAX® IP Plus™ firmware v1.4.1.1 or newer
Last Edit: April 22, 2021

Hypertext Transfer Protocol Secure (HTTPS)

The VMAX® IP Plus™ recording unit can now be used to self-generate and
implement a Hypertext Transfer Protocol Secure (HTTPS) Certificate to better
protect user information and user connections. By combining the Hypertext
Transfer Protocol (HTTP) and Secure Socket Layer (SSL) technology, the VMAX®
unit can be set up to run device and user information through a cryptographic
hash function to obscure user logins, video streams, network information, and
etc. from potentially malicious actors.

This article will outline the difference between a purchased HTTPS Certificate
compared to a self-generated HTTPS Certificate, how to create a self-
generated certificate, and how to import a purchased certificate to set up an
HTTPS connection for a VMAX® IP Plus™.

Related Material

e CCIP Encryption — Encrypting RTSP Streams for VMAX IP Plus

Supported/Affected Devices:
e VMAX® IP Plus™ Series


https://support.digital-watchdog.com/kb/article/561-encrypting-rtsp-streams-for-vmax-ip-plus/

The HTTPS function of the VMAX® IP Plus™ combines the Hypertext Transfer
Protocol (HTTP) and Secure Socket Layers (SSL) to encrypt and decrypt
information, such as digital signatures and authentication codes, typically
between a server and a browser. By utilizihng an SHA-256 (256-bit) algorithm
when creating cryptographic hash, strings of data are converted into a fixed
hexadecimal code of 64-character or more.

As a result, information that is run through this engine is computed quickly and
can be authenticated by the sending node prior to fransmitting the message.

If the receiving node attempts to decode the encrypted hash, and any
changes were made during the transmission by a malicious actor, the received
information would differ from the original hash (encrypted code) and would not
be authenticated by the system. Additionally, the malicious actor would not be
able to decode the encrypted information without the encryption key data that
was created when the VMAX® signed the certificate. This considerably
mitigates the possibility of unwanted interception of data.

The primary difference between a certificate that was purchased from a
certificate authority and a Self-Generated Certificate that was created by the
VMAX unit itself is in how a connecting web browser is likely to respond.

A certificate that was purchased from a widely recognized certificate authority
of HTTPS Certificates will be accepted by most web browsers. However, a Self-
Generated Certificate that was created through the device (in this case, a
VMAX® unit), will be flagged by a browser and will display a warning as the
certificate “was notissued by a trusted certificate authority”.

Despite the fact that a self-generated HTTPS Certificate will not be recognized
as being issued by a certificate authority, the SHA 256-bit encryption of a self-
generated certificate is just as secure as a purchased certificate. If you
encounter this message after setting up the HTTPS connection, simply continue
to the website.



@ Certificate Error: Mavigation..

|@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

@' Continue to this website (not recommended).

® More information

Creating Self-Generated HTTPS Certificates

The VMAX® IP Plus™ recording unit is capable of self-generating an HTTPS
Certificate from either directly at the recording unit itself or through the VMAX®
Web Viewer using a web browser.

*NOTE: The time zone of the recording unit must be set up before generating a
certificate. The time setting for both the NVR and NTP server must match.
Otherwise, skipping this step may impact the validity of the generated
cerfificate and the application time may vary. Please consult your User Manual
for System Information setup.

Self-Generating Certificates at the Recorder
To create a self-generated HTTP Certificate directly at the VMAX® recorder:
1) At the recording unit, log in as the Administrator.
e Default ID: admin

e Default PW: <no password>

2) Once you have logged in as the Administrator, right-click with the mouse
and select Menu from the displaying context menu.



The Setup Menu will display. Click on Network, then select the Network
menu.

DWe R nicHboe.

Complete Surveillance Solutions

MAX D

NETWORK VIDEO RECC

NETWORK
NETWORK
DDNS
NOTIFICATION
MOBILE NOTIFY
PATHFINDER

SYSTEM DEVICE ALARM RECORD : EXPORT

3) Inthe Network menu, click the Maintenance button, then select
HTTPS/Certificates.

NETWORK > NETWORK

MAINTENANCE
1P DETECT

NETWORK MONITOR STATUS
MAC ADDRESS FILTER SETTINGS
[__PING TEST IP ADDRESS FILTER SETTINGS

HTTPS/CERTIFICATES SETTINGS

| JUSE UPNP PORT F(

POE SETTING | SETUP . STATUS

| HELP | MAINTENANCE | | CANCEL

4) The HTTPS/Certificate menu will display.



Enable the Use HTTPS setting. By default, the HTTPS Port will be set to Port
443. If needed, change the HTTPS Port value.

To self-generate an HTTPS Certificate using the VMAX® recorder, click the
Generate button.

The HTTPS Port value cannot use the same port number as another
device on the LAN.

HTTPS/CERTIFICATES

HTTP |\ USE HTTP

HTTPS |/ |USE HTTPS

HTTPS PORT

SELECT CERTIFICATE
VIEW DELETE

CERTIFICATE GENERATE
IMPORT

CANCEL

5) To create a self-generated HTTPS Certificate through the VMAX®,
complete the registration form.

The fields with an asterisk (*) are mandatory. The more information that is
provided in the form, the more secure the certificate authentication will
be.

Configure the following information:

o * Cerlificate Name - enter a name or label to identify the certificate
by. Do not use spaces. The use of lowercase letters, uppercase
letters, numbers, and special characters are permitted.



* Validity (Days) - set the amount of fime (in days) that the
certificate will be valid. By default, the Validity will be set to 365
days, but can be increased or decreased as needed.

* Country — enter the abbreviation of the location. For example,
“United States” would be “US".

State or Province - enter the abbreviation of the State or Province
of the location. For example, “California” would be “CA”".

Locality — enter the name of the city of the location.
Organization — enter a company name.
Organization unit — enter a company department.

* Common Name - by default, the IP Address of the recording unit
will be used. If a DNS server will be used when connecting, you can
enter the common identifier here. For example, the domain of
“*digital-watchdog.com” can be used when connecting through
HTTPS if it was registered on the DNS server and is specified in the
HTTPS Certification form during self-generation.

RSA — this represents the level of security for the public-key
cryptography algorithm. By default, the RSA is set to 4096-bit
encryption and cannot be changed.

SHA - this represents the level of security for the Secure Hash
Algorithm (SHA) that is used for hashing data and certificate files.
By default, the SHA is set to 256-bit encryption and cannot be
changed.

Alternative Hostname 1 - enter the alternate domain or host for this
certificate. For example, “.digital-watchdog.local” can be used if
the domain has been registered on a DNS server.

Alternative Hostname 2 — enter an alternate domain or host for this
certificate.

* Alternative IP — by default, the Alternative IP is set to the IP Address
of the NVR. You can enter the Public IP Address of the network here
to use an HTTPS connection when connecting over WAN.



HTTPS/CERTIFICATES

CERTIFICATE NAME = |VPPlus

VALIDITY(DAYS) " [365 [
coUNTRY " [us™ ][4
STATE OR PROVINCE  |CA
LOCALITY |Cerritos

ORGANIZATION |Digital Watchdog

ORGANIZATION UNIT  |Support

COMMON NAME * [192.168.100.50
|
SHA 256
ALTERNATIVE HOSTNAME 1 |digital-watchdog.c... |
ALTERNATIVE HOSTNAME 2 |
ALTERNATIVE IP " |47.180.64.226

GENERATE | CLOSE

6) Once the registration form has been completed, click the Generate
button. A confirmation message will display.

Click the OK button to close the confirmation message.



HTTPS/CERTIFICATES

THE CERTIFICATE HAS BEEN ISSUED SUCCESSFULLY.
VALIDITY : Apr 22 17:14:16 2021 GMT ~ Apr 22 17:14:16 2022 GMT

7) After generating the HTTPS Cerfificate, click on the Select Certificate box
and select the HTTPS Certificate.

After selecting the certificate, click the View button to view the cerfificate
and the encryption.

CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1 (Ox1)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=CA, L=Cerritos, O=Digital Watchdog, OU=Support, CN=192.168.100.50
Validity
Not Before: Apr 22 17:14:16 2021 GMT
Not After : Apr 22 17:14:16 2022 GMT
Subject: C=US, ST=CA, L=Cerritos, O=Digital Watchdog, OU=Support, CN=192.168.100.50

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

Public-Key: (4096 bit)

Modulus:
00:ec:eB:95:ed:68:21:90:4b:2f:aB:cf:de:1e:45:
94:a3:76:d5:21:96:78:d7:b3:12:59:2b:b4:f8: 10:
92:51:f6:24:1¢:94:df:b1:93:08:fe:72:43:78:3b:
d4:fa:c0:da:81:9a:95:a2:70:59:fa:Be:ee:27:7f:
41:51:4f.e4.8e:2d:60:e7:dd:f9:8f.70:3f.75:02:

" oK




8) When you are finished, click the Save button to apply the HTTPS
Certificate to the VMAX® unit.

The VMAX® IP Plus™ can now be securely connected with using an HTTPS
connection. When connecting using a web browser, be sure to enter
“hitps://" before entering the IP address or URL of the recording unit to use
the secure HTTPS connection.

Non-Encrypted HTTP Connection
E 2.168.100.50/ cgi-bin/login.cgi P~c

Encrypted HTTPS Connection

07.168.100.50/ cgi-bin/live_monitoring.cqgi P~

Self-Generating Certificates with Web Viewer
To create a self-generated HTTP Certificate using the VMAX® Web Viewer:
1) Open a web browser and connect with the VMAX® IP Plus™ Web Viewer.
Log in as the Administrator of the VMAX® unit.
o Default User ID: admin

e Default User PW: <no password>

(=l & http://192.168.100.50/cgi-bin/login.cgi P~ ¢ | @ wEBLOGIN

WEB LOGIN |

A

For security reasons only authorized users are allowed access to this web server.

QSG Manual FAQ Support
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2) Once you have logged in as the Administrator, click the Setup button to
access the settings.

From the Setup menus, click on the Network tab, then select Certificate
Generation.

‘—) & http://192.168.100.50/cgi-bin/setup.cgi
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3) The Certificate Generation menu will display.

To create a self-generated HTTPS Certificate through the VMAX® Web
Viewer, complete the registration form.

The fields with an asterisk (*) are mandatory. The more information that is
provided in the form, the more secure the certificate authentication will
be.

Configure the following information:

o * Cerlificate Name - enter a name or label to identify the certificate
by. Do not use spaces. The use of lowercase letters, uppercase
letters, numbers, and special characters are permitted.

e *Vadlidity (Days) — set the amount of time (in days) that the
certificate will be valid. By default, the Validity will be set to 365
days, but can be increased or decreased as needed.



* Country — enter the abbreviation of the location. For example,
“United States” would be “US".

State or Province - enter the abbreviation of the State or Province
of the location. For example, “California” would be “CA”".

Locality — enter the name of the city of the location.
Organization — enter a company name.
Organization unit — enfer a company department.

* Common Name - by default, the IP Address of the recording unit
will be used. If a DNS server will be used when connecting, you can
enter the common identifier here. For example, the domain of
“*digital-watchdog.com” can be used when connecting through
HTTPS if it was registered on the DNS server and is specified in the
HTTPS Certification form during self-generation.

RSA — this represents the level of security for the public-key
cryptography algorithm. By default, the RSA is set to 4096-bit
encryption and cannot be changed.

SHA - this represents the level of security for the Secure Hash
Algorithm (SHA) that is used for hashing data and certificate files.
By default, the SHA is set to 256-bit encryption and cannot be
changed.

Alternative Hostnhame 1 — enter the alternate domain or host for this
certificate. For example, “.digital-watchdog.local” can be used if
the domain has been registered on a DNS server.

Alternative Hosthame 2 — enter an alternate domain or host for this
certificate.

* Alternative IP — by default, the Alternative IP is set to the IP Address
of the NVR. You can enter the Public IP Address of the network here
to use an HTTPS connection when connecting over WAN.



6 (—) @ http://192.168.100.50/cgi-bin/setup.cgi P~ O & setup
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4) Once the registration form has been completed, click the Generate
button. A confirmation message will display.

Click the OK button to close the message.
CERTIFICATE

& The certificate has been issued successfully.

5) After generating the HTTPS Certificate, click on the HTTPS/Certificates tab.
Click on the Select Certificate box and select the HTTPS Certificate.

Click the View button to view the certificate and the encryption.



(3l & o 192.168.200.50/cqi-bin/setup.cai

DIGITAL

©
 WATCHDOG. _see .
: - i C Logo
Complete Surveillance Solutions HIVE MONITORING FLAY CEE L [FNE S #admin e
(o al| exraneo weny © HTTPS/CERTIFICATES

HTTPS/CERTIFICATES

i

HTTPS USE HTTPS
e DREE

NETWORK
DDNS
NOTIFICATIOM
CERTIFICATE GENERATION

CERTIFICATE IMPORTATION

= HIDE MENU

6) When you are finished, click the Save button to apply the HTTPS
Certificate to the VMAX® unit.

The VMAX® IP Plus™ can now be securely connected with using an HTTPS
connection. When connecting using a web browser, be sure to enter
“hitps://" before entering the IP address or URL of the recording unit to use
the secure HTTPS connection.

Non-Encrypted HTTP Connection

2.168.100.50/cgi-bin/login.cgi P~0C
Encrypted HTTPS Connection
02.168.100.50/ cgi-bin/live_monitoring.cgi b~

Another way that an HTTPS Certificate can be obtained is by purchasing the
material from a recognized seller. Purchased certificates that were imported to



a VMAX® IP Plus™ will automatically be recognized by a web browser when
connecting through HTTPS.

The certificate file can be imported either directly at the recording unit itself or
through the VMAX® Web Viewer.

Importing an HTTPS Certificate directly at the VMAX® unit requires the
use of a FAT32 USB stick. Any external storage device that is not formatted to
FAT32 format will not be recognized by the standalone unit.

All files that will imported directly at the recording unit must be placed
in the root directory of the USB stick. If a file is stored in a folder, the VMAX® unit
will not be able to access the file.

To import a purchased HTTP Certificate directly at the VMAX® recorder:
1) At the recording unit, log in as the Administrator.
e Default ID: admin

e Default PW: <no password>

2) Once you have logged in as the Administrator, right-click with the mouse
and select Menu from the displaying context menu.

The Setup Menu will display. Click on Network, then select the Network
menu.
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3) Inthe Network menu, click the Maintenance button, then select
HTTPS/Certificates.

NETWORK > NETWORK
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4) The HTTPS/Certificate menu will display.

Enable the Use HTTPS setting. By default, the HTTPS Port will be set to Port
443. If needed, change the HTTPS Port value.



To self-generate an HTTPS Certificate using the VMAX® recorder, click the
Import button.

The HTTPS Port value cannot use the same port number as another
device on the LAN.

HTTPS/CERTIFICATES

HTTP |\/JUSE HTTP

HTTPS |5/ |USE HTTPS
HTTPS PORT

SELECT CERTIFICATE
VIEW DELETE

CERTIFICATE GENERATE
IMPORT

CANCEL

5) Connect the FAT32 format USB stick containing the HTTPS Certificate to the
VMAX® unit. Enter the Certificate name, then click the Scan button.

Once the certificate file has been detected, select the Type of certificate
file that will be imported, then click the Import button. A confirmation
message will display.

Click the OK button to close the message.

If the NVR does not detect the USB stick, make sure that the USB is using
FAT32 format. Additionally, make sure that the file is not in a folder and is placed
in the root directory of the USB stick.



HTTPS/CERTIFICATES - IMPORT

CERTIFICATE NAME  [cert [#]
IMPORT FROM  [FLASH Drive SM_UsB20 |[¥] [ ScaAN

TYPE | |PKCS#12 (pfx)
CERTIFICATE (.pfx)
PASSWORD

TYPE [ JCRT + PRIVATE KEY
CERTIFICATE (.crt)
PRIVATE KEY (.key)

TYPE | PEM (Privacy Enhanced Mail)
CERTIFICATE (.pem) |cert.pem [7]

IMPORT

CERTIFICATE

THE CERTIFICATE WAS SUCCESSFULLY IMPORTED.
CERTIFICATE NAME: cert

6) Next, click the Close button to close the Import menu.

After importing the HTTPS Certificate, click on the Select Certificate box
and select the HTTPS Certificate.

After selecting the certificate, click the View button to view the cerfificate
and the encryption.



CERTIFICATE

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
34:9a:a4:61:ed:56:07:9¢:e3:0d:c6:c9:dc:28:cf:d6
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=GB, ST=Greater Manchester, L=Salford, O=Sectigo Limited, CN=Sectigo RSA Domain Validal
Validity
Not Before: Nov 20 00:00:00 2020 GMT
Not After : Dec 20 23:59:59 2021 GMT
Subject: CN=*.digital-watchdog.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:8f:79:71:7¢:27:26:ac:03:cc:b0:f8:97:06:37:
8a:8b:f3:78:40:46:b1:74:6¢:8d:3d:f1:54:29:0f:
08:1f:3d:62:b2:57:29:8b:ee:e6:50:a0:b3:03:4e:
13:4d:8¢:53:65:db:1b:54:dc:82:66:b7:62:21:6a:

| OK

7) When you are finished, click the Save button to apply the HTTPS
Certificate to the VMAX® unit.

The VMAX® IP Plus™ can now be securely connected with using an HTTPS
connection. When connecting using a web browser, be sure to enter
“hitps://" before entering the IP address or URL of the recording unit to use
the secure HTTPS connection.

Non-Encrypted HTTP Connection
2.168.100.50/cgi-bin/login.cgi P~-C

Encrypted HTTPS Connection

+//$892.168.100.50/ cgi-bin/live_monitoring.cgi D~-a

To import an HTTP Certificate using the VMAX® Web Viewer:



1) Open a web browser and connect with the VMAX® IP Plus™ Web Viewer.
Log in as the Administrator of the VMAX® unit.
e Default User ID: admin

e Default User PW: <no password>

P~ ¢ | 2 wWEBLOGIN

o

For security reasons only authorized users are allowed access to this web server.

QSG Manual FAQ Support

2) Once you have logged in as the Administrator, click the Setup button to
access the settings.

From the Setup menus, click on the Network tab, then select Certificate
Importation.
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3) The Certificate Importation menu will display.

Click in the Certificate Name box and enter the name of the certificate.

Next, click the Browse button and select the certificate file that needs to
be imported.
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4) Once the certificate file has been selected, click the Import button. A
confirmation message will display.

CERTIFICATE

& The certificate has been issued successfully.

5) After importing the HTTPS Certificate, click on the HTTPS/Certificates tab.
Click on the Select Certificate box and select the HTTPS Certificate.

Click the View button to view the certificate and the encryption.

L2 (U & nitp 719216810050/ cgi-bin/setup.cqi
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6) When you are finished, click the Save button to apply the HTTPS
Certificate to the VMAX® unit.

The VMAX® IP Plus™ can now be securely connected with using an HTTPS
connection. When connecting using a web browser, be sure to enter
“https://" before entering the IP address or URL of the recording unit to use
the secure HTTPS connection.



Non-Encrypted HTTP Connection

2.168.100.50/cgi-bin/login.cgi o-¢
Encrypted HTTPS Connection

92.168.100.50/ cgi-bin/live_monitoring.cgi L~




