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DW Blackjack® Cube™ Windows Embedded Standard 7
Recovery Instructions

Affected Roles: Administrator, Owner

Complexity: High

Software Version: Windows 7 (DW Blackjack® default settings)
Last Edit: August 30, 2021

System Recovery

Some older DW Blackjack® Cube™ (DW-BJCUBEXT) units utilize a Windows
Standard 7® operating system through which users can access and manage
their DW Spectrum® Servers. In the event of file corruption or other system issues
with the unit, it may be recommended to use the USB recovery drive that was
provided with the unit.

In addition to resolving system issues, using this method can also be
implemented to apply an ISO for the Windows 10 configuration of DW Blackjack
systems.

This article will outline how to recover the operating system (OS) of a DW
Blackjack Cube with Embedded Windows 7 and update to Windows 10 by using
a USB recovery drive.

*NOTE: DW Blackjack® Cube units using Windows 7 requires a USB recovery
drive. Please contact your DW Sales Representative if you have misplaced or
lost the provided recovery device.

NOTE: Using the recovery program will format/delete all data on the storage
drive.



Supported/Affected Devices:
e DW Blackjack Cube (Win7 OS)

How to Run the Windows 7® USB Recovery on a DW
Blackjack® Cube™

Please use the guide below to recover a Windows Embedded Standard 7
Blackjack Cube NVR.

Part 1: Assigning the USB Recovery for Boot Device Priority

1) Please completely shut down the NVR.

2) Once the unit has powered OFF, insert the provided recovery USB into a
vacant USB port.

With the USB inserted, power the NVR back on.

3) As the unitis booting, tap the “Delete” key on the keyboard to prompt the
BIOS.

A login prompt will display. Enter the System Administrator password

e Default Password (Win7): admin

nter Passwor




4) Once logged into the BIOS, use the arrow keys on the keyboard to
navigate to the “Boot” tab.

Make sure that the “Boot mode select” setting is set to “UEFI".

Boot mode select [LEGACY]

| 11 SK { DX i )
USB Har Disk]
Boot mode select 4]

5) In the Boot menu, locate the Boot Device Priority and select “Boot Option
#1".

Make sure that Boot Option #1 is set to use “USB Key:UEFI: Flash
Drive_SM_USB" as the first boot option. This designates the connected USB
recovery drive as the device that the NVR will attempt to start from.



Boot Option #1

[USB Keyu:UEFI: FLASH Drive ...]

Y & Exit

Save configuration and exit?

6) Next, press the F4 key to Save and Exit the BIOS setup.

Be sure to Save the configuration as you exit.

7) The system will reboot and the following image will display.

Press the “1” key on the keyboard to select the “Acronis True Image”
program.

Starting Acronis UEFI Loader...
Select an item by using the keyboard:
1. Acronis True Image 2014

c. Continue booting




Part 2: Setting up the Acronis True Image Recovery Wizard

1) Following the instructions in the Part 1 section above, the Home menu of

the Acronis True Image program will display.

Under the Recover section, click on “My Disks".

Welcome to Acronis True Image

What would you like to do?
Backup

W Back Up

—#= My Disks | Files & Folders
Recovery

4. Recover

2 Disks | Files & Folders
Log

. ey itioc " Local volumes letters may be different from those in
Tools & Utilities i

2) The program’s Recovery Wizard will display to begin setting up the
recovery parameters.

Click on the “Browse” button to select the file path for the Archive
selection.




Required steps

Select a backup from which to recover

Comments
Mo iferms fo display

Path:

| g |

3) The Browse for Location file browser will display.

Select the XXXXX_v1.tib file, then click the OK button.
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Files of type: Backup Archives (".tid)

Eile nome:

Mext »




4) After selecting the XXXXX_v1.tib file, click the “Next” button to proceed.

Select a backup from which to recover

Becoveny method

i Nome Creoted Com... Method Path
Imcges ~
= Wl CUBE_WIN_loT1809_full_b1_s1_v7
(# CUBE_WIN_IoT 1809 full b1_s1_v7? 7/16/2021 1G:26:42 AM Full bockup FACUBE W)
| <} " J ,
{ -
|Path: FACUBE.WIN_IoT1809_full b 1_s1_v7.tid I I

[ Met> |f Concet |

5) Select to “Recover whole disks and partitions”, then click the “Next”
button.




What fo e Al

Select files and folders to recover from the onjinal disk bockup.

6) The “What to recover” window will display.
Select “Disk 1”. This will automatically select all of the partitions on Disk 1.

Click the “Next” button to proceed.



Required steps: Select the items to recover.

»
Archive selecti

Partition FL.. Ceapocity Used Space Type
¥ Disk 1 -~
ctlings of Portition G
W] L NTFS (Unlobeled) (C) Pri 1285 G8 6467 GB NTFS
V] | NTFS (Recovery) (D) Pri 3206 G8 29.37 G8 NTFS
V] ) Recovery Partition Pri 299 M8 2.20 M8 NTFS
V] | EFI System Partition Pri 100 M8 20.99 MB FAT32
V] L MBR and Track MBR and Track O

7) In the “Settings of Partition” (partition varies by drive letter) screen, locate
the “Partition location” section and click on “New location”.

Required stops: ify recover settings of Partition G
: Partition location (regquired)
Not selected

Partition size -

Free spoace before: Neot specified Change defguit
Portition siner Not specified

Frig ipace after: Not ipecified

Logical dnive letter




8) For the “Partition Destination”, select “Recovery Partition”, then click the
“Accept” button.

= Ree creirry Parfatuon 433 7 MB NTFS
|l EFI System Partition Pri 100 MB 70.01 MB FAT32
L) NTFS {Uniabeled) (C:) Pri 1323 G8 6844 GB NTFS S
L NTFS (Recowery) (D:) Pri 40 G8 12 79 GB NTFS
[Z) NTFS (DW Media) (€ Pri 2470TE Z442 TB NTFS it
Digke 2
L) FATI2 (CUBE-WINIOT) (F) Pri 2865 GB 2536 GB FAT32
« [ Acdye |[ Cancei ]
Mext [ concel

9) Next, set the “Logical drive letter” setting to “Auto”, then click the “Next”

button.




o o e

Specify recover settings of Partition G

Partition location (requined)

Recovery Partition By focotion
Uad, L

e Settings of Partition G

Setftings of Partition |

Partition size
Free space before: LBE3 MB Chonge defoult
Partition size: 450 MB

Free spoce after O bytes

Logical dnive letter
Aurte -

°F ] [ pgest > .;%] [ Concer |

10)For the EFI System partition (2nd partition), click on “New location”.

Select “EFI System Partition”, then click the “Accept” button.

'@' Recovery Wizard
Roguived stops: Specify recover settings of Partition |

Partition locotion (reguired) — —

o E

% Settings of Partition Partition type
Mot selected Chenge defoult
Partition sioe
Free ipoce before: Not specified Change defoult

Paortition sire: Mot specified
Free tpace aften Not specified

Logical dnive letter




1o MEB

& EFI System Partition Pr

) INTFS {Recoveny) (D2}
| NTES (DWW Media) (E:)
Digk 2

L] FATIZ (CUBE-WINIOT) (F2) Fri

JOOT ME FATIZ

179 GB NTFS
2442 TR NTFS

Z 336 GB FATIZ

11)Set the “Logical drive letter” setting to “Auto”, then click the “Next"”
button.

Specify recover settings of Partition |

Partition location (required)
EFI Systern Partition

Partition sire
Free spoce before: O bytes
Partition sie: 100 MB
Free space ofter: O bytes

Logical dnve letter

Aurter -




12)For the C: Partition (third partition), click on “New Location”.

Select the “NTFS (C:)"” option, then click the “Accept’ button.

*NOTE: The Partition Destination window here may take a moment to close.
Please allow the Recovery Wizard complete the setup.

([
€3 Recovery Wizard
Required steps Specify recover settings of Partition €
Archive felechion Partition location frequired) -

R
Partition type

Mot selected Chonge defgult
Fartifion (ine

Free space before: Not specified Chgnge defogult

Partition size: Not specified
Free space ofter: Not specified

Legheal drave lefter

Plext Lancel




Capeacity Free Spo... Type

Dhigi 7

| Recovery Portition Pri 450 MB d37. 7 MB NTES

132368 6844 GB NTFE

DNTFSEDWMEJ&:J Ez) 2470 TR 2442 TB NTFS

Dhisk 2
ol FATIZ (CUBE-WINIOT) (F:) Pri

2865 OF 2535 GB FATIZ

13)Next, set the Logical drive lefter to the first available drive letter in the
dropdown.

Click “Next” button.




Specify recover settings of Partition C
Partition locotion (required) -
NTFS (Uniobeled) (C:) Diewy doco fioe

Partition sioe
g etiice O Free spoce before: 0bytes Change defowit
) = Paortition size: 1323 GB

Free spoce after O bytes

Legical drive letter

D -

14)For the D: Partition (fourth partition), click on”"New Location”.

Select the “NTFS (Recovery) (D:)” option, then click the “Accept” button.

€3 Recovery Wizard

Required stops: specify recover settings of Partition D

Partition location (reguired)

Partition [ype
Mot setected Chonge default

Partition size -

Free spoce before: Mot specified Change default
Partition sine; Mot specified

Free spoce affer: Not specified

Lagical drve letter




Parfition Capacity Free Spa...
Duzke T vl
B Recevery Partition Bri 450 ME 4377 MB NTES
wd EFT Systern Partition Pri g ME FAOT MEB FATIZ

B NTFS Recovery] (D:) 1279 G8 NTFS

Drisk 2
o FATEZ (CUBE-WINIOT) (F:) Prri 28 65 GB 2536 GB FAT32
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15)Next, set the Logical drive letter to “Z:", then click the “Next” button.

EEREER
&5 Recovery Wizard
L Specify recover setlings of Partition D
Partition loration (requined)
MNTES (Recovery) (D) Hev focotion
Parmifion s
Free space before: O bytes Change default

Portition sire; 40 GE

EIER of Lok 1 Free spoce after: Obytes

Logeeal drve Wther

] =




16)When selecting a disk for the master boot record (MBR) recovery, select
the HDD or SSD that is hosting the (C:) drive partition. Do not select the
recovery USB.

Click the “Next” button to continue.

Roequired stops:

V' Archive selection

B8 Choose Columms

V' Becoveor method

V' What to recove i .
o || L Diske 1 3639 TB STA000VX007-20T166 Seriol ATA

V' Scttings of Partition G = s O aee way:

—
V' Scttings of Partition !

V' Scttings of Partition C

»

V' Settings of Partition D

7] Recover disk signature

OVOTE TR0
B.. B.. Bosi.. D: E: (Bosic GPT)
TP 3470T8B NTFS

|| Primary // Logical /7 Dynamic W | Acronis Secure Zone | | Unallocated /7

17)A Summary of the Recovery Wizard setup settings will display.
Click the “Proceed” button to run the recovery program.

Wait unftil the recovery completes. You can frack the process by using the
progress bar.



o [ |

Summary
Operations -
Number of operations: 9
* Settings.of Partition G 1. Recovering MBR
» Hord disks 1
settings of Paortition } E
* Settings of Partition G 2. Dm:k: - ]
* Settings of Partition D Drive letter: G:
cttings of Partition Flle cribun 2
" MBRof Risk 1 Volume lobel: Recovery
Size: 450 M8
3. Recovering partition
Hord disk: 1
Dnive letter: G->» -
File system: NTFS
Volume labetl Recovery
Sire: 499 MB - > 450 MB
4. Deleting partition
Hard disk: 1
Drive letter: 3
File systerm: FAT32
Volume lobel
Size: 100 MB
_5. Recovering partition sector by sector -~

‘:r Data Recovery

T of 9 - Recovering partition
=

a)

from FA\CUBE_WIN_IoT1809_full b1_s1_v7.tib

Tirme left: 8 minutes

[] Shyt down the computer when the operation is completed

«

18)Once the recovery operation has completed, a confirmation message will

display.




Click the "OK" button to close the popup, then close the Acronis True
Image tool.

Search

Welcome to Acronis True Image

What would you like to do?
Backup
Back U,

Recovery

d Recover operation succeeded.

==

> spegs . 3§ Locol volumes letters may be different from those in
Tools & Ulilities Windows.

Log

Welcome to Acronis True Image

what would you like to do?
Backup

4. Back Up
My Disks | Files & Folders
Recovery

4. Recover
; 2" My Disks | Files & Folders
og

» itio Local volumes letters may be different from those in
Tools & Ultilities Windows.

19)Close the Command Prompt and reboot the system.

As the unit is booting, tap the “Delete” key on the keyboard to prompt the
BIOS.



A login prompt will display. Enter the System Administrator password

e Default Password (Win7): admin

nter Passwor

20)Once logged into the BIOS, use the arrow keys on the keyboard to
navigate to the “Boot” tab.

Make sure that the “Boot mode select” setfting is set to “UEFI".

Boot mode select [LEGACY]

ues.
2 efaults
: Save & Exit




21)In the Boot menu, locate the Boot Device Priority and select “Boot Option
#1".

Make sure that Boot Option #1 is set to use “Hard Disk: Windows Boot
Manager” as the first boot option. This designates the storage drive that is
hosting the (C:) partition as the device that the NVR will attempt to start
from.

22)Next, press the F4 key to Save and Exit the BIOS setup. Be sure to Save the
configuration as you exit.

Upon startup, boot the system to Windows 10 and allow the system to
load.



windows EBoot Manager




For further redundancy, a recovery image can be created to use as an
embedded recovery file within the DW Blackjack® system. It is recommended
to create this image backup as soon as the unit starts after upgrading from Win7
to WIin10, while sfill in a defaulted state.

To create arecovery image:
1) Open the Windows Explorer utility and locate the “Recovery (Z:)" drive.

Select the “WindowslmageBackup” folder, then right-click on the file and
select “Delete”. Click the “Continue” button in the confirmation window

to delete the folder.

2) Next, open the Control Panel application, then click on “Backup and
Restore”.



Al Apps

o Best match
;J Control Panel
Destoo a0
Apps
[ Settings
Run
Windows Administrative Tools

Settings (7+)

R control

B8 Control Panel

-

Control Panel

Adjust your computer's settings

System and Security
Review your computer's status
[P e = H £ -

Backup and Restore (Windows

Control Panel

k4

Recent
W Backup and Restore (Windows 7)
4 System
Network and Shanng Center
2, User Accounts
Windows Admanistrative Tools
Programs and Features

*&4 Advanced shanng settings

View by:

Category ¥

User Accounts
E;' Change account type

ey
™ |

File History

Appearance and Personalization

Network and Internet

View network status and tasks

Hardware and Sound
View devices and printers
Add a device

s« Programs

[ﬁ] Uninstall a program
Get programs

N

& Clock and Region
~ Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display




3) Select “Create a System Image”.

4 Backup and Restore (Wind

& > v 4 i > Control Panel » System and Security Backup and Restore (Windows 7)

Control Panel Home .
Back up or restore your files

L; Create a system image Backup
Create a system repair disc Windows Backup has not been set up.

Restore
Windows could net find a backup for this computer,

®D5elect another backup to restore files from

Security and Maintenance

File History

4) The Create a system image window will display.

Select the “On a hard disk” option and set the “Recovery (Z:)" drive as the
selected partition.



;i,l Create a system image

Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include additional
dnves. & system image can be used to restore your computer f your hard drive or computer ever
stops worlong; howeves, you can't choose indnadual tems to restore.

(® On a hard disk
en Recovery [Z) 39.20 GB free v

The drive selected is on the same physical disk that is being backed up. K this disk fails,

|
you will lose your backups.

I
() On one or more VDS

() On a network lacation

Selecl...

Nest [ | Cancel

5) Make sure that the “EFI System Partition” and the “(C:) (System)” options
are selected for the backup, then click the “Next button.



& M Create a system image

Which drives do you want to include in the backup?

The drives that are required for Windows to run will be included by default. You cannot include the drive
that you are saving the backup to,

Your backups are being saved on Recovery (Z:),

o

Drive Total size Used space
- EF! System Parttion 100.00 M8
2 . (€ (system) 132.26 GB
[ s DW Media ) 34778 2882 GB
Space required to save a backup of the selected drives; §4.31G8
Space available on Recovery (Z:): 352068

1 There might not be enough space to backup the selected drves, Ether remove one or more
- daves, or go back and choose & different locstion Lo save the backup on,

1. The drive 'EFI System Partition' is on the same physical disk where the backup will be saved, If
this disk fails, you will lose your backups.

[ ety | [ Conce

6) Confirm your backup settings and click the “Start Backup™ button.

Allow the system to create the backup image. You can use the progress
bar to track the process.



« lﬁ Create a system image

Confirm your backup seltings
Backup location

myee  Recovery (25

The backup could take up to 65 GB of dizk space.

The following drives will be backed up:

EF| Q‘,n‘en‘ Parthion

am
= L) (Seps
- (C:) (Systern)
E’rt backup Cancel
M Create a systern image - b4

Windows is saving the backup..

I L

Backing up (C3)...

Stop backup

7) The system will inquire if you want to create a repair disk.

Select the “No” option and allow the backup image creation to
complete.



& Creste a| Create a system image

The backup| Do you want to create a system repair disc?

- A system repair disc can be used to boot your computer, it also _

contains Windows system recovery tools which can help you
recover Windows from a serious error or re-image your computer
from a system image.

[0 Don't show this message agan | Yes I [ '{} ]

Close

8) Once the backup image creation has completed, you may close the
Backup and Restore window.

The OS image at the time that the backup was created will now be the

copy that the system will revert to if the integrated recovery option is ever
used.



