
Installing an FTP server on Windows 10 
In Windows Server Manager go to Dashboard and run Manage > Add Roles and Features. 

In Add Roles and Features wizard: 

Proceed to Installation Type step and confirm Role-based or feature-based installation. 

Proceed to Server Roles step and check Web Server (IIS) role. Note that it is checked already, if you had 

IIS installed as a Web Server previously. Confirm installing IIS Management Console tool. 

Proceed to Web Server Role (IIS) > Role Services step and check FTP Server role service. Uncheck Web 

Server role service, if you do not need it. 

Proceed to the end of the wizard and click Install. 

Wait for the installation to complete. 

 

 

 

 

 

https://winscp.net/eng/data/media/screenshots/iis_install_win2016.png


Configuring an FTP server on Windows 10 
Go to Control Panel > System and Security > Administrative Tools and open Internet Information 

Services (IIS) Manager. 

Navigate to your Windows server node. 

 

You need a TLS/SSL certificate to secure your FTP server. Ideally, you should acquire the certificate from 

a certificate authority. 

You may also create a self-signed certificate locally, but in such case users of your FTPS server will be 

warned, when connecting to the server. 

To create the self-signed certificate: 

• In IIS Manager, open IIS > Server Certificates. 

• Click on Create Self-Signed Certificate action. 

• Specify a certificate name (e.g. “FTP Server”) and submit with OK. 

https://winscp.net/eng/docs/tls#certificate
https://winscp.net/eng/docs/tls#certificate
https://winscp.net/eng/data/media/screenshots/iis_manager.png


 

Self-signed certificates created by IIS Manager do not work with FTPS clients that check for key usage 

violations.2 To create a certificate with a correct key usage, use New-SelfSignedCertificate PowerShell as 

an Administrator: 

New-SelfSignedCertificate -FriendlyName "FTP Server" -CertStoreLocation cert:\localmachine\my -

DnsName ftp.example 

Adding FTP Sit 

On the left-hand panel, expand the root and then right-click the Sites folder. Click Add FTP Site.  

• Add an FTP site name and path to the folder you’ll be using to send and receive filesIn Add FTP 

Site wizard: 

o On an initial Site Information step, give a name to your FTP site (if it’s the only site you 

are going to have, simple “FTP site” suffice) and specify a path to a folder on your 

server’s disk that is going to be accessible using FTP. 

o On a Binding and SSL Settings step, select Require SSL to disallow non-encrypted 

connections and select your certificate. 

o On Authentication and Authorization Information step, select Basic authentication and 

make sure Anonymous authentication is not selected. Select which users (Windows 

accounts) you allow to connect to the server with what permissions. You can choose All 

users or select only some. Do not select Anonymous users. 

https://winscp.net/eng/docs/guide_windows_ftps_server#fn2
https://docs.microsoft.com/en-us/powershell/module/pkiclient/new-selfsignedcertificate
ftp://ftp.example/
https://winscp.net/eng/data/media/screenshots/iis_certificates.png


o Submit with Finish button. 

Your secure FTPS server is now running and can be connected to. 

Allowing FTP to pass through Windows Firewall 

Windows Firewall doesn’t allow connections to access the FTP server. This means you’ll have to 

specifically tell the firewall to give access to this server. You can do that with the following steps. 

• Search for Windows firewall in Windows start menu and press “enter.” 

• On the left-side pane, you’ll see “allow an app or feature through Windows Firewall” option. 

Click on it. 

• When the next window opens, click on “change settings” button. 

• From the list, check “FTP server” and allow it on both private and public networks. 

• Once done, click OK 

 

Allowing external connections 

To make your FTP server reachable from the internet, you also need to open the Transmission Control 

Protocol/Internet Protocol (TCP/IP) port number 21 on your router. 

The instructions to forward a port will be different depending on the router, and even depending on the 

firmware version. In the steps below, we'll outline the general steps, but you may need to consult your 

manufacturer support website for specific details. 

To forward port 21 to allow FTP connections outside of the local network, do the following: 

1. Open Settings. 

2. Click on Network & Internet. 

3. Click on Status. 

4. Click the Change connections properties option. 

https://winscp.net/eng/docs/guide_windows_ftps_server#connect
http://techgenix.com/enabling-secure-ftp-access-through-isa-2006-firewalls-part1/


 

5. Make a note of the IPv4 DNS server address, which is the address of your router. Usually, it's 

private address in the 192.168.x.x range. For instance, 192.168.1.1 or 192.168.2.1. 

 

6. Open your default web browser. 

https://www.windowscentral.com/sites/wpcentral.com/files/styles/xlarge/public/field/image/2018/06/status-settings-change-connections-properties.jpg
https://www.windowscentral.com/sites/wpcentral.com/files/styles/xlarge/public/field/image/2018/06/settings-local-dns-address-windows-10.jpg


7. On the address bar enter the router's IP address (for example, 192.168.1.1) and press Enter. 

8. Sign-in with your router credentials. 

9. Open the Port Forwarding page. (Usually, these settings can be found under the WAN, NAT, or 

Advanced settings pages.) 

10. Add a new rule to forward incoming connections to the FTP server from the internet by 

including this information: 

o Service name: Type a descriptive name for the port forwarding rule. 

o Port range: 21. 

o Local IP: This is the FTP server IP address that the router will forward incoming 

connections. (This is your IPv4 address. See step No. 5.) 

o Local port: 21. 

o Protocol: TCP. 

1. Click the Apply button to save the changes. 

After completing the steps, any incoming connection on port 21 will be forwarded to the FTP server to 

establish a networking session. 

Setting up a static IP address 

If you're planning to transfer files over the internet in the regular basis, then it's recommended to 

configure a static IP address to prevent having to reconfigure your router in the future if your device's IP 

changes. 

1. Open Control Panel. 

2. Click on Network and Internet. 

3. Click on Network and Sharing Center. 

4. In the left pane, click the Change adapter settings option. 



 

5. Right-click the network adapter, and select the Properties option. 

 

6. Select the Internet Protocol Version 4 (TCP/IPv4) option. 

7. Click the Properties button. 

https://www.windowscentral.com/sites/wpcentral.com/files/styles/xlarge/public/field/image/2018/06/controlpanel-change-adapter-settings.jpg
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8. Select the Use the following IP address option. 

9. Specify the IP settings: 

o IP address: Specify a static network address for the computer. You should use an 

address outside of the DHCP server scope configured in your router to prevent conflicts. 

For instance, 192.168.1.200. 

o Subnet mask: In a home network, the address usually is 255.255.255.0. 

o Default gateway: This is usually the IP address of the router. For example, 192.168.1.1. 

o Preferred DNS server: Typically, this is also the IP address of your router. 



 

10. Click the OK button. 

11. Click the Close button. 

 

Configuring multiple users 

As with setup and configuration, there are multiple procedures involved to allow other users to access 

your FTP server. 

Create multiple FTP accounts 

To allow other users to access your FTP server, you have to create separate Windows 10 account for 

each user. To do that: 

• Open settings app. You can do that with Windows key + I. 

• Click accounts. 

• Navigate to the left-side pane, where you’ll see an option called “family & other users”. Click the 

link. 

• On the right-hand side, look for the option “add someone else to this PC.” 



 

• In the next screen, you’ll be prompted to enter that person’s email ID or phone number. Look 

for a link called “I don’t have this person’s sign in information” at the bottom left. Click the link. 

• In the next screen, you’ll be asked to enter the personal details of the new user. If you know the 

other person’s Microsoft account details, you can enter. Otherwise, look for a link called “add a 

user without a Microsoft account” on the bottom left again. 

• In the next screen, enter the details of the user. Choose a strong password for your own security 

as this server can be accessed from the Internet. 

These steps allow you to create a new user. Next, you’ll have to add this user account to the FTP folder. 

Add a new user to the FTP folder 

You have to explicitly add a new user account to the FTP folder, in order for that user to access it. The 

steps for the same are: 

• Navigate to the FTP folder, right-click on it and select “properties.” 

• Click the “security” tab and navigate to “edit” button. 



• Look for “Add” button in the next screen and click on it. 

• This will open the “select users or groups” dialog box. In this screen, enter the name of the user 

you want to add in the text area. Click on “check names” button to make sure that you have 

entered the right name. Click OK. 

• This will take you back to the “add button” screen. But this time, you’ll find the new user in 

group or user names list located just above the add button. 

• Select the newly added user account and set the permissions for this user. Once done, click 

“apply” and OK. 

Configure the user to access the FTP folder 

Once you’ve added the user, you have to configure to ensure that the user can access the folder. To do 

that: 

• Go to control panel and open administrative tools. 

• Double-click Internet information services (IIS) manager. 

• Expand the left-hand pane and navigate to sites. Click on sites and you’ll see your FTP server. 

Select this server. 

• On the right-hand pane, you’ll see many options. Look for authorization rules. Right-click on it 

and select “add allow rules” from the context menu. 

• In the next screen, choose “selected users” option and enter the Windows 10 account you 

created earlier. Set the permission you’d like this user to have. Click OK 

Now the user you created is all set to access your FTP folder. 

 


