YubiKey

e Insert the YubiKey into your computers USB port.

. In later steps, you will press the “Y”

on the physical key for it to fill the
validation/authentication code.

Unlock Your Computer

¢ Sign in to your computer with your County Credentials.

Jacqueline Martin

Sign-in options
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IS Decisions — Multi-Factor Authentication

e On your first log in you will see the screen below, select “USB Token”.

Multi-Factor Authentication X

Your account must be protected
by a second authentication factor

Please choose a method to protect your account

[ D

Authenticator App USB Token

e The screen below will then appear. Follow all steps as shown:

Multi-Factor Authentication

To associate your YubiKey with your Windows Multi-factor account, you
need to follow these steps continue, if your YubiKey, click on Cancel to
choose another method.

Select the YubikKey slot you want to configure the Multi-Factor
Authentication

Slot # Status
1 Occupied (select to erase)
2 Empty

YubiKey cases shippedwith Slot 1 preconfigured for Yubikey OTP. Be
careful about overwritting Slot 1if you used or use.

Press the following button to link the YubiKey to your account

Press the YubiKey with a short or long touch, depending on the
siot you selected.

Enter the validation code

4172

Select an empty slot, like shown.

Select the button to validate. It
will show “Valid” after.

Select the text box then press
the “Y” on the physical
YubiKey. It will be blinking
green and will automatically fill
in the code. Select “Verify”.
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e The screen below will prompt, select “Finish”.

Multi-Factor Authentication

5

Well done!

Your account is now protected with multi factor authentication.

But we strongly recommend to add another authentication method,
otherwise you risk to be unable to recover your account if you lose y:-device.

Finish

e This screen will prompt after every first log in of the day, select “OK”:

Network security X

A\ Welcome on MDR04
i Your last logon was on MDR04 at 5:10/2025 9:40:54

AM

(o )4

e Going forward, on your first log in of the day after inputting your County credentials, you
will see either screen below. Press the text box, then press the “Y” on the physical
YubiKey to fill in the Authentication Code.

Multi-Factor Authentication

Enter the MFA code in the field below, or insert your
token to display the code.

]

Jacqueline Martin

Enter code from your authentication device

Cancel

Enter code = ‘
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