ncoming URL Lookup

Configure the CAREWare query-key names used when an approved

Purpose - . . .
P external application sends an incoming client lookup request.

CAREWare administrators, interface analysts, data managers, or
Who should do this designated support staff with access to Central Administration and
Custom Features.

An external application, including a CAREWare FHIR-connected
Use this setup when workflow, must locate a client by an approved CAREWare identifier or
search-enabled custom demographics field.

Query-key changes can interrupt integrations or cause the wrong
client search. Coordinate changes with the sending application, test
with non-production data, and do not place credentials or access
tokens in the URL.

Main warning

Video walkthrough Incoming URL Lookup Video

Quick path

Central Administration > Administrative Options > Custom Features > Incoming URL Lookup > Edit

Before you begin

Confirm that Central Administration appears in the top banner.
Document the exact query-key names expected by the sending application configuration.
Decide which stable client identifier will be used. Prefer a unique identifier over a name-only lookup.

When a custom identifier is needed, create it as a durable TextBox control and activate it on the Demographics tab
before configuring this screen.

Use a test environment or non-production client whenever possible.

Important

Incoming URL Lookup maps incoming URL parameters to CAREWare search fields. It does not configure the FHIR
endpoint, authentication, authorization scopes, or data-exchange mappings. Coordinate those items with the interface
owner and CAREWare support.
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https://drive.google.com/file/d/13Wesr4uXXBlMnQBooXKRQooQSt6tIvL_/view?usp=sharing

Open Incoming URL Lookup

Step 1. Click Administrative Options.
Step 2. Click Custom Features.
Step 3. Click Incoming URL Lookup.

®Custom Feature Setup

Custom Fields
Create custom data fields and place them in various domains and user screens

Custom Service Data Entry Rules
Manage Custom Service Rules

Client Menu Link Management
Manage external links that appear on the client menu

Main Menu Link Management
Manage external links for the main menu

Open

Open

Open

Open

Incoming URL Lookup
Manage http query fields for incoming data lookup requests

Open

Step 4. Click Edit.

Important

configured incoming lookup URL.

Complete this configuration in Central Administration. A change here can affect every external application that uses the
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Configure the lookup keys

Step 5. Enter the query-key name supplied by the sending application for each CAREWare field that will be used.
Step 6. Leave an unused query key blank only when the integration design does not send that field.

Step 7. Under SSN Custom Field, select the approved search-enabled custom demographics field when the interface
uses an additional identifier.

Step 8. Click Save.
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Save Cancel

Incoming URL Lookup

Query Keys
First Mafe: | first name
Last N : last_name
URN:  client umn
eURN: cilent_sum
ClientfiD:  cfient id
N: cllent ssn

Custom Fields

55N Custom Flel *:  Epic RN v

Important
Query-key names are case-sensitive for many integrations. Change them only after the sending application is updated
and a coordinated test is scheduled.
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Make a custom field available for URL lookup

Complete these steps when the required identifier is not listed under SSN Custom Field.
Step 9. Return to Custom Feature Setup and click Custom Fields.

Step 10. Click Demographics Tab Custom Field.

@®Custom Fields

Custom Control Setup Ciper

(s o IT 1 rervy sl e f e
AddiEdit/Delgte Custom Contral Definilions

Custom Field Usage COper

View Lostom felds Usage

Demographics Tab Custom Field e

Flssans Tk 1

Step 11. Select the provider that owns the client records used by the interface.
Step 12. Click Manage Selected Provider.

mmm > Custom Feature Setup > Custom Fields > Custom Demographics Fleld

| Sel Vi Print or Export Column visihility = Copy
Cusf fesFreid
Search: i 1 . Go to page | 100 ~ eniries per page

Frovider

ADAP

Default

Test Provider

Important

for incoming lookup in the intended provider.

Verify the provider before changing activation or search settings. A custom field can exist centrally but still be unavailable
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Enable custom-field searching
Step 13. Enter part of the control name or description in Search.
Step 14. Confirm that Active displays Yes. If not, select the control and click Activate.

Step 15. Select the control and click Toggle Search until Search By displays Yes.
Administrative Options > Custom Feature Setup > Custom Flelds > Custom Demographics Field > Custom D graphics Control Activati

Activate Deactivate Move Up Move Down Togg'e Search Togglf Rapid Entry Toagle Cllent Add Toggle Duplicate Warning

Copy Back Print or Export Column visibility - Copy

Custom Demographics Control Activation

Search: ol B [ Gota oy | 40D Showing 1 to 1 of 1 entry (filtered from 133 tatal

URL » page entries per page antries)

Show On Rapid Service f

Control Type Search By - Crescription

Test Incoming URL Incoming URL Lookuy,
Yes = TextBox Yes g i

Lookup Description

Step 16. Return to Custom Feature Setup and open Incoming URL Lookup.
Step 17. Click Edit and select the custom control under SSN Custom Field.

Step 18. Click Save.

Edit Back

jimrcoTing UREtookap
Query Keys
First Mama& | fjies iwime
Last Name: | npmes
URMN:  ciiannum
eURM:  chiwart aliny
Client 1D:  llap ¢
SSNE - sliakt or
Custom Fields

[SSN Custorn Fleld *; st inoomiing URL Lookiin

Important
Use a custom field only for one durable identifier meaning. If the identifier definition changes, create a new control

instead of repurposing a field that already contains production data.
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Incoming URL Lookup field reference

First Name

Last Name

URN

eUCl

Client ID

SSN

SSN Custom Field

Incoming parameter used for the client
first-name search.

Incoming parameter used for the client
last-name search.

Incoming parameter for the CAREWare URN
(video: client_urn).

Incoming parameter for the CAREWare eUCl
value used.

Incoming parameter for the CAREWare client
ID

Incoming parameter for SSN-based lookup.

One search-enabled demographics custom
field available as an additional identifier.

Custom Demographics Control Activation buttons

e S [T S

Manage Selected Provider

Activate

Deactivate

Toggle Search

Move Up / Move Down

Opens the selected provider’s
demographics-control activation list.

Makes the custom control available on the
provider’s Demographics tab.

Stops displaying the control for new or
edited records.

Changes whether the field can be used as a
searchable client identifier.

Changes the display order on the
Demographics tab.

Validation and maintenance

Validation checklist

Names can change and may not be unique.

Names can change and may not be unique.

Confirm the correct identifier format with
the interface owner.

Use the exact definition established for the
interface.

Verify uniqueness within the applicable
Provider..

Transmit only when legally and operationally
approved.

The field must be active and Search By must
display Yes.

After confirming the correct provider.

When the identifier field is not active.

Only after confirming the interface no longer
depends on it.

Set Search By to Yes for the field used by
Incoming URL Lookup.

For staff workflow; it does not change the
incoming query-key name.

¢ Confirm that the query-key names exactly match the sending application configuration.

¢ Send a test request using one stable identifier and confirm that CAREWare opens or returns the intended client

lookup.

¢ Test identifiers with leading zeros, punctuation, mixed case, and URL-encoded characters when applicable.

¢ Test duplicate first and last names to confirm that the workflow does not select a client based on an ambiguous

name-only match.

¢ Confirm that the selected custom field is active, Search By displays Yes, and the field is populated for test clients.

¢ Review network, application, and proxy logs to confirm that sensitive query values are handled according to local

policy.

¢ Retest after a CAREWare upgrade, FHIR interface change, reverse-proxy change, or identifier-mapping change.
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Helpful configuration tips

Change control

Stable naming

Custom identifiers

Provider scope

Security review

Support handoff

Before changing an existing setup

Document the old and new key names, affected applications,
approval, test evidence, and rollback plan.

Use concise lowercase parameter names without spaces when
the interface design permits.

Keep one identifier meaning per control and preserve leading
zeros.

Confirm that the selected provider is the same provider used by
the incoming workflow.

Review TLS, authentication, authorization, logging, and
minimum-necessary data before production release.

Provide the CAREWare build, exact test URL structure with
redacted values, timestamp, and error details when opening a
support request.

¢ Confirm which applications and environments currently use the URL.

e Compare the planned keys with the sender’s production configuration.

¢ I|dentify reports, custom-field workflows, or duplicate-check rules that use the same identifier.

¢ Schedule a coordinated test and rollback window.

Important

Do not rename or remove a production query key as an isolated CAREWare change. Update and test the sending
application at the same time, or the integration may stop locating clients.
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Troubleshooting and common questions

Why is the custom field missing from SSN Custom Field?

Confirm that the control is activated under Demographics Tab Custom Field for the intended provider and that Search
By displays Yes. Refresh the list or use Resetting the Custom Field List when appropriate.

Why does the incoming request return no client?

Compare the exact query-key names, capitalization, encoding, provider scope, and identifier value with the sending
application. Confirm that the identifier is populated on the CAREWare client record.

Why does the request find more than one client?

Use a stable unique identifier instead of name-only matching. Review duplicate client records and confirm that the
external identifier is unique within the provider.

Related CAREWare guides and references

Create a durable TextBox custom control and apply identifier,
Custom Control Setup . .
naming, and change-management guidance.

Activate the identifier field for the intended provider and enable

Demographics Tab Custom Field
Search By.

Custom Field Usage ReV|ev§/ where a custom control is active before changing or
=UstoMm Fleld Lsage replacing it.

Resetting the Custom Field List Rfefresh custom-field lists when a new or changed control is not
fesellingthe Lusiom feld Lt displayed.

Review secure URL and HTTP-field guidance for links opened from

Client Menu Link Management .
client records.

. . Review shared-link URL security, testing, and change-control
Main Menu Link Management

practices.
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https://jprog.happyfox.com/kb/article/353-custom-control-setup/
https://jprog.happyfox.com/kb/article/354-demographics-tab-custom-field/
https://jprog.happyfox.com/kb/article/358-custom-field-usage/
https://jprog.happyfox.com/kb/article/191-resetting-the-custom-field-list/
https://jprog.happyfox.com/kb/article/370-client-menu-link-management/
https://jprog.happyfox.com/kb/article/371-main-menu-link-management/

