








In-person or video call identity verification (Must Have ID):
• In-person identity verification is always the preferred option when possible. If a student 

has their RCBC ID card with them, then this is sufficient proof of identity to proceed with 
using the CountOne app to restore their access. Just be sure to confirm that the person 
in the ID photo is the person standing in front of you.

• This type of visual identification can also be made via video call by asking the user to 
hold their ID to the camera.

• You may also request any of the below sources of verification to be extra certain they 
are who they say they are and that you are pulling up the correct account in the system.

To verify an employee’s identity over the phone, please confirm 
at least 3 of the following:
• Their RCBC ID number
• Their primary zip code on record
• Last 4 digits of the phone number on record
• If an alternate email is listed in CountOne, ask them what their alternate email address 

is.
• If they called you from, or you called them at, their assigned RCBC telephone 

extension, then this can be considered a verification factor.

In addition to the above verification factors, you may also use 
the following options for additional verification of RCBC 
students:
• Their current academic major
• Some recent courses they have taken at RCBC

Identity Verification Guidelines



Note: Before acting on a request, always check the “Last 
Login” and “Last Password Change” fields. Some users 
submit multiple requests for assistance from various 
departments. You don’t want to reset a password only to 
find out someone else just did and now you’ve locked the 
user back out of their account.

https://rcbc.happyfox.com/kb/article/125-default-password-format-for-baronone/


• Throughout the process of helping the 
user, always be sure to keep them 
updated along the way. You should let 
them know which action you are taking 
on their account and what they should 
do next to regain access.

• Other than in-person interactions, a 
telephone call will typically be the 
primary means of communicating with 
users. When a user reaches out via 
telephone for help, the agent should 
compare the number they called from to 
their phone number on record as an 
additional level of verification.

• OIT agents should follow standard 
HappyFox practices for adding notes, 
closing tickets, and escalating requests
as necessary.

Always 
Communicate!

Default Password Formats
rcbc.happyfox.com/kb/article/125-default-password-format-for-baronone/

https://rcbc.happyfox.com/kb/article/125-default-password-format-for-baronone/


Option 1 - User Requests Unlock
User: I think I know it; will you stay on the line while I try one 
more time?

Agent: Sure!  Let me unlock it for you and I’ll wait while you 
try again. [Agent unlocks account.]
User: Hey!  That worked!  I’m in now.  Thank you.
Agent: My pleasure.  Have a great day and don’t hesitate to call 
back if  there’s anything else we can help with.

Option 2 - User Requests Reset
User: I definitely forgot it; will you reset it for me?

Agent: Sure!  Just give me a minute. [Agent resets account.]  
I’ve reset your account.  You can visit rcbc.edu/baronone and 
scroll down to the bottom of  the page for employee password 
formats.  They’re a little different for full time, adjunct and 
students.  Would you like me to wait while you try?
User: Will you do that?  I’d appreciate it!
User: Hey!  That worked!  I’m in now.  Thank you.
Agent: My pleasure.  Have a great day and don’t hesitate to 
call back if  there’s anything else we can help with.

SCENARIO
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