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NovaRelLi eRx Electronic Prescription of Controlled Substances [EPCS]
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EPCS in NovaReLi eRx Module

ReLi Med Solutions NovaReLi eRx module now allows Electronic Prescription of Controlled Substances

[EPCS]. It is certified by iBeta for all DEA requirements. It is also certified by Surescripts to use its
network for transmission of all controlled substances.

Providers should go through Identity proofing process. We work with ID.me to perform Multi-factor
Authentication and Identity proofing for the providers. Once a provider completes ID proofing and is
approved by their Administrator and a DEA registered provider in their office, they will need to contact
Reli Med Solutions customer support for Surescripts Setup. Once providers are set up for EPCS service
level in Surescripts, they are considered EPCS Enabled in NovaReLi eRx Module.

After the providers are EPCS enabled in NovaReli, they can begin transmitting controlled substances
using NovaReli eRx module. Transmitting controlled substance prescriptions process in NovaReli eRx
modaule is very similar to transmitting prescriptions for non-controlled substances. For EPCS, providers
need to perform multi-factor Authentication before transmitting the controlled substance prescription.
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Enabling EPCS for a Provider in NovaReLi

Start EPCS
EPCS Set up process in NovaReLi begins when an Administrator with Start EPCS privilege Starts EPCS for

a Provider in Personnel Entry -> Provider Info tab.

4

rsonnel Info Provider Info

Provider Information : James Carmen Signature

0u Should be 10gged In 2s the provider to enter the signature
EDEEERR oo vecine o - Signature not available

Signer's Name:

Locations

d Physicians Practice

Surescript information

When Start EPCS button is clicked, system does validations to ensure all he required information is
entered into Personnel Entry, it then sends a secure message within the system to the provider to start

the ID Proofing Process.

Required Fields on Provider’s Personnel Record:
» Provider First and Last Name

DOB

Gender

Email Address

NPI

DEA

YV V VYV VY

You will have to agree on the User License agreement that pops up to continue.
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ReLi Med Solutions - EPCS User License

He O dElaaa ©a

i

wil.

I’ Med solutions EFCH User License

EPCS User License

Flgase read the Tollowing carefully and click on Agree to proceed with Starting EPCS for the Provider,

Yiou have verified that the DEA registration and State authorization(s) to practice and, where
applicable, Stare authorization|s) 1o dispense controlled submances of the selected provider iz
cwrrent and in good standing.

You agree that you have your management approval to start the EPCS for this provider.
You agree that your privileges to Start EFCS were set up upon your Managements ap proval.

You understand that when you start the EPCS process, you will be charged the EPCS set up fee for
the provider immediately.

You will inform the provider, aside from the automated message RelibMed sends the provider, that
their EPCS process has been started and that they should complete the [dentity Procfing to
complete The setup.

You agree to inform the provider that they should allecate enough time to do thelr [dentity Proofing
as it incurs additional setup fee every ime they have to re-do the identity proofing.

You understand that provider EFCS Annual fee wil be charged when they start the ldentity Proofing
PrOCEss,

Flease contact Relibed support if you have any guestions.

1 | have reviewed the EPCS User License Continue

After which it sends a message to the provider to complete Identity Proofing.

Cancel
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ID Proofing a Provider:

After receiving the message from the administrator who started the EPCS process, Providers should use
top right user menu to find ‘Complete Identity Proofing’ item in the dropdown menu (as shown shown
below). Clicking or selecting this menu will take them to ID Proofing screens.

— [ [
N :

actions

After clicking on Complete Identity Proofing for the first time, you will be presented with the following
screen. Click on Continue to ID.me to begin the identity proofing process.

A

Account Not Found

We are unable to locate your ID.me
two-factor authentication (2FA) account.

Click below to sign in or create a new

ID.me two-factor authentication (2FA)
account.

Continue to ID.me

Cancel

Sign in or create an ID.me account
If you have an ID.me account, sign in using your email address and password. You may already have an
ID.me account if you created one for another EPCS or eRx software, another organization such as the

IRS, or for an ID.me community, such as a nurse or medical provider.



https://help.id.me/hc/en-us/articles/7307274655511
https://help.id.me/hc/en-us/articles/360045365554
https://help.id.me/hc/en-us/articles/360046330953
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Note: Do not create more than one ID.me account. For more information, visit Can | have more than

one ID.me account?

ID.me

Sign in to ID.me

New to ID.me?
Create an ID.me account

* Indicates a required field

Email*

Enter your email address ‘

Password *

Enter password (&) ‘

] Rememberme
For your security, solect only on your devices.

WhatisiDme? | Termsof Service | Privacy Polic:

Enter your personal email address and password, then select Create account.

NOTE: When creating a new account, we recommend that you use a personal email address. This will
ensure that you will always be able to modify or recover your account.


https://help.id.me/hc/en-us/articles/1500002444141
https://help.id.me/hc/en-us/articles/1500002444141
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ID.me

Create an ID.me account

Multiple ID.me accounts are not allowed.
If you have an ID.me account, Use it to Sign in.

Meed to use ID.me for work?
Follow these steps.

* Indicates a required ficld

Ernail *

Enter your persondl email address

Possword *

Enter password O]

Confirm Password *

Reenter password @

[} Remember me
Far your scourity, schoct only on your dovicos.

[ 1occept the IDme Torms of Sorvice and Privacy

Policy *
OR

‘ View more options ‘

Confirm your email address. For more information, visit Confirming your email address.



https://help.id.me/hc/en-us/articles/202673934

R | Med Solutions

ID.me

CONFIRM YOUR EMAIL ADDRESS

e

‘We =ent an email to
veronica.persinger@relimedsolutions.com.

Click the link in our email

Check your inbox for an email from hello@id.me
and click the link inside to confirm your email
address.

If you do not receive an email within 10 minutes,
check your spam folder and verify it hasn't been

blocked.

Why do | need to confirm my_email?

OR

Enter the 6-digit code from the email

Confirmation Code

‘ Confirm code

Didn't receive the email?

‘ Resend my verification

What is IDmne? | Terms of Service | Privocy Policy

Help Document

Set up multi-factor authentication (MFA) to further protect your account. For the initial set up, we

recommend that you select the Code Generator Application option. The code generator MFA option is

not dependent on having internet or cellular access. It can be used anywhere.
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For step-by-step instructions for setting up the code generator MFA visit Code Generator

ID.me

SECURE YOUR ACCOUNT

(1] 2 3

Choose a multi-factor authentication
(MFA) option

With MFA, even if someone guesses your
password, they won't be able to sign in az you.

Code Generator Application

Generate verification codes via code
generator 3pps like ID.me Authenticator.

Push Motification

Approve sign-ins via push notifications sent
10 the |.me Authenticator mobile app.

(&)

NOTE : If you're setting up MFA for the first time, make sure to save or download your recovery code to

ensure you always have access to your ID.me account.

ID.me

YOUR ACCOUNT IS NOW SECURE

You have secured your account with multi-factor

authentication using a code generator application.

Ey

Visit |D.me My Account to view and manage multi-
factar authentication s=ttings.

Recovery code

A recovery code can be used in the svent you lose
access to your multi-factor authentication device.

l Generate recovery code

ID.me

SECURE YOUR ACCOUNT

-

You can use your backup code to log in in case you
change phones or loze access to your MFA device.

Please print, write down or download 3
copy of this code. Do not share it

IDME-A7PS-EPBW-THNP I-U


https://help.id.me/hc/en-us/articles/360018113073-How-do-I-set-up-Code-Generator-multi-factor-authentication-
https://help.id.me/hc/en-us/articles/360017969334
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Verify your identity
To access EPCS and eRx, you'll first need to verify your identity using ID.me. If you’ve verified your
identity in the past, and are not prompted to verify again, continue to Medical provider check.

Otherwise, to verify your identity:

1. Choose a verification method by selecting which photo ID you'd like to upload. Acceptable
documents include driver’s license, state ID, passport, and passport card.

2. If prompted, enter your phone number. ID.me will send you a confirmation text from a 5-digit
number. Select the link in the text message to continue with your verification.

3. Upload photos of your document. For most documents, you need to upload the front and back

of your documents.

4., Take and submit a video selfie.

VERIFY YOUR IDENTITY

Ready to begin video selfie with
liveness detection?

Tips for a successful video selfie:

@ Ensure you are in a wellit area

& Remove anything that covers your
face (e.g., glasses, hats, or masks)

@ avoid having bright lights directly
behind you

@ Hold your device straight in front
of your face (avoid angles)

Note: This technology is compliant with W3C
accessibility standards for users with
photosensitive considerations
(photosensitive epilepsy).

5. Enter your Social Security number if you are creating a new account.

Review and confirm your information
To complete the verification process, you must review your information and give consent for your data
to be shared back to your EPCS or eRx provider. To complete verification:

1. Review your information.

2. Select Confirm.

10


https://help.id.me/hc/en-us/articles/4404402156311-Verifying-for-EPCS-and-eRx#h_01GR2GYRMDPNWEWBFEFS1SBDB3
https://help.id.me/hc/en-us/articles/360051696334
https://help.id.me/hc/en-us/articles/360061369314
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Medical provider check
Complete the medical credential check by providing your credentials as requested. To verify your status

as a medical provider, input your:
o NPl number
e DEA number (Only required for EPCS)

e DEA schedule (Only required for EPCS)

ID.me

To verify as a medical provider, you'll need to
provide your National Provider Identification (NPI)
and Drug Enforcement Agency (DEA) credentials.
We'll check your legal identity information against
the NPI and DEA databases.

English

What is ID.me? | Terms of Service | Privacy Policy

11
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Share your information with ReLi Med Solutions
Select Allow and continue to share your information with ReLi Med Solutions.

ID.me

AUTHORIZE RELI MED SOLUTIONS, LLC

Before we send you back to ReLi Med Solutions,
LLC, we need your permission to share your
verified identity information.

Please note that only information obtained from
the verification process will be shared.

ReLi Med Solutions, LLC will receive:

& First Name @ Last Name

@ Postal Code & Email

@ NPINumber @ DEA Number

@ DEA Number Expiration & NPI State License Issuer
Date

& NPI State License & DEA Number Issuer
Number

You can remove this access at any time by
changing your ID.me account settings.

Deny

Whatis IDme? | Terms of Service | Privacy Policy

Once you have successfully shared your information with ReLi Med Solutions, your identity proofing
session is complete and your ID.me 2FA account has been successfully authorized.

You may now close the browser tab and return to the EMR application.

Account Authorized

First Name VERONICA
Last Name PERSINGER
Email brucebanner@relimedsolutions.c...
Zip Code 55016
NPl 2454564560

close this browser windc

RelLi Med Solutions EMR a

You ma\

return to t

12



.l
R I- Med Solutions Help Document

Approving EPCS in NovaReLi

After the Provider completes the multi-factor Authentication set up process, their EPCS status is set to
ID Proofing Complete in NovaReli. It also sends an automated message to the administrator that started
the EPCS process.

Once the ID Proofing Complete status is achieved, the Provider needs to be approved by two users in
the system. One of them must be a non-provider and another one should be a DEA registered provider.
If you are a solo provider office, you will be allowed to self-approve.

Approve EPCS can be performed from Admin -> Personnel -> Approve EPCS -> Pending EPCS Approvals.

Q Locations
I Sa Personnel

o Personnel Entry
I Approve EPCS

® Personnel Audit Logs

e SureScripts Providers

Approve EPCS by Non-Provider
Any Administrative user with Approve EPCS Privilege will be able to approve the provider to for EPCS in
NovaReLi EMR. Providers in ID Proofing Complete Status will be available in this screen.

= pending EPCSApprovals  Pending EPCS Revocations

Click on Approve EPCS button for the provider you would like to approve the EPCS registration.

13
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Once the provider is approved by the administrator who is not a DEA registrant, the Providers EPCS is
changed to Approved by non-provider. The provider will be available for a DEA registered provider for
further approvals.

Approve EPCS by DEA registered Provider
Due to the DEA requirements a provider should be approved for EPCS in NovaReLi EMR by a DEA
registered provider who has multi-factor authentication enabled in the system.

v

= pendingEPCsApprowals  Pending EPCS Revocations

Click on Approve EPCS button for the provider you would like to approve the EPCS registration.

N O}

Status Date User Authentication User Authentication

il

Authorize Scheduled Drug Code Generator Application
Transmission Please check the code generator application and enter the current6-digt code

R e

mmvm m""“

When a DEA registered provider with privileges to approve a providers EPCS status, they are presented
with multi-factor Authentication screen.

A multi-factor authentication requires the provider to enter the NovaRelLi system password as well as
the Passcode from the ID.me Code Authenticator they have installed on their smart phones. Once the
system authenticates the DEA registrant, the provider’s EPCS status is set to EPCS Approved.

Self-Approve EPCS by DEA registered Provider (Solo-Provider Offices)

The DEA allows for providers to act as an approver for their own permission changes so long as a second
individual (non-provider admin with Approve EPCS privilege) is involved to act as the other approver. A
provider in a solo practice nominated by the admin may act as the second approver to finalize their own
permissions. The DEA places no restriction on who within the practice can act as the admin, and they
offer the example of a solo practitioner having their assistant/manager or even their spouse act as the
admin to initiate the EPCS privileges.

NovaReli support staff may not act as either the admin or approver for the setting/changing of EPCS
permissions. The DEA does not allow for software providers to fulfill either of the roles in the EPCS
permission process.

14
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Setup EPCS Service Level in Surescripts
This step can only be performed by NovaReli Support team. After completing the above steps, when the
provider is in EPCS Approved status, please contact NovaReLi Support Team to get the Surescripts setup

completed.

After the provider is setup for EPCS in Surescripts network, the Provider status is set to EPCS Enabled
and this allows them to electronically transmit controlled substances in NovaReLi eRx Module.

15
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Prescribing and Transmitting Controlled Substances

DEA Requirements for Transmitting Controlled Substances
DEA has set requirements on transmitting controlled substances, apart from ID proofing and multi-

factor authentication setup.

1. Scheduled Il drugs cannot be prescribed for more than 90-day supply.
a. Day Supply is now a required field in Signa for all Schedule Il drugs.
2. Scheduled Il & IV drugs cannot be prescribed with more than 5 refills. Refill requests for these
drugs cannot be approved if the original written date is older than 6 months.
3. Gamma-Hydroxybutyric Acid requires a reason for prescription and should be added in Notes to
Pharmacy before transmitting.

All Controlled substances require multi-factor authentication before they are transmitted to pharmacy

electronically.

Preview Prescription(s) X ]

User Authentication X l

User Authentication

OB B DR SRR 108 Authorize Scheduled Drug freel
Transmission Code Generator Application

pplication and enter the current 6-igit code

Give) generator

Continue { Cancel
Sign - & Transmit J
Continue [ Cancel

16
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Controlled Substances Log

DEA requires that a log is created on a monthly basis for every provider that prescribes controlled
substances. It consists of all medications prescribed by the provider in previous month. This log is
generated automatically by NovaRelLi EMR and is available on demand to the providers from their
Dashboard -> Orders Management -> Controlled Rx Log screen.

oo
oo

8 = ]

DashBoard  Scheduler  Patient  Admin

<«
B

I [ Order management
Controlled ReLog 3 Conditions applied

Provider Name | DateCreated

h M

Provider One
Neighborhood Physicians Practice
2472 Rocky place MU3FDBeRxDev, Beaverton, OR, 97006-1236
Phone: Fax: (202)555-1313
NPI:1331231234 Lic#:1010-10101

Report Date: 1/7/2025
Date Range: 12/1/2024 - 12/31/2024

WrittenDate  Medication Name Patient Name Current Medication  status Date
Status
11/29/2024  buprenorphine 0.7 mg-naloxone GP Test PhysicianApproved 12/03/2024

0.18 mg sublingual tablet

12/02/2024  Suboxone 8 mg-2 mg sublingual Margaret Adelia PhysicianApproved 12/02/2024
film Devereaux

12/02/2024  Suboxone 8 mg-2 mg sublingual Soloman Bergamel  PhysiclanApproved 12/02/2024
film

Providers can print and store this for their records.

Actions

17
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Search Medications

Administrators and Providers can search for all the medications they prescribed on demand as needed
from search medications. If they want to pull only controlled substances, they can do that as well by
checking ‘All Controlled Substances’ in parameter list. They can specify the location, provider’s name,
date range, patients name, medication name, and status to pull this list. They can do this daily if the
state requires that and print and sign and store.

This can be done from Dashboard -> Orders Management -> Search Medications screen.

3 Order management e ditions applied .

18
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Disable/Revoke EPCS Status

Stop EPCS By an Administrator
To revoke a provider’s EPCS status in NovaReLi eRx as per DEA rules requires 2 staff members. An
Administrator with appropriate privileges can start the revocation process by clicking on the Stop EPCS

Go to Admin -> Personnel Entry -> Provider Info screen

4
o3 (=] Y 'g L 2

[l
|

Provider Info Preferences

Provider Information : James Daniel signature

You should be loggad in as the provider to enter the signac
EPCS Enabled n Intenal Medicine o - Signature not available

Signer's Name

Locations

Surescript information

The EPCS status will be set to “EPCS Disabled by Administrator”. This provider will be available in
Approve EPCS screen under Revoke EPCS tab for a DEA registrant to approve the revocation of the EPCS.

19



.l
R I. Med Solutions Help Document

Revocation Approval by DEA registrant
A DEA registered provider with the Approve EPCS privilege should go to Admin -> Personnel -> Approve
EPCS screen. They will need to click on ‘Pending EPCS Revocations’ tab to view all the pending

revocations.

This screen displays the list of providers that were stopped by an administrator and are now ready for
approval of revocation by an authorized provider. Each revocation should be approved by the provider
to completely stop the EPCS capability for the selected provider in the list.

The authorized provider should do Multi-factor Authentication in order to approve a revocation.

) /
' & 8 = o M
" ashi heduler Patient Admir

rovals  Pending EPCS Revocations 5
User Authentication

G
Authorize Scheduled Code Generator Application -
Transmission Pkt e st s i

Information

continue (KX
e -

20



