B " i 94% W 13:24

o}

Google Apps Device Policy
Google LLC
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Allows G Suite domain admin to set security
policies for your Android device
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1. Download the “Google Device Policy”
2. Click “Install to begin setup
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Google Apps Device Policy

ale.garofalo@synergycompanies.org

This application allows administrators to
enforce policies on how your mobile device is
used to access work information. If you are
using Gmail or Google mobhile apps for personal
reasons, you don't need this app.

To keep your data secure, it also allows the
admin to remotely wipe data, while you can
reset your screen lock code remotely or locate a
lost device.

Some device details will be shared with
administrators

VIEW DETAILS

Use of this application is subject to the Google mobile
terms of service and the applicable G Suite terms of
service for your organization.
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3. Mobile Device Management will explain what an administrator will have
*permissions to.

*We will have the ability to remotely remove “synergycompanies.org” from
phone if phone is lost or stolen to protect customer/employee data. We will
also have permission to wipe the device ONLY if contacted by employee



and action is requested.
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Confirm Enforcement

ale.garofalo@synergycompanies.org

The following domain policy settings will
be enforced:

« Administrators will be able to remotely wipe the
device

+ Administrators will be able to remotely remove
account from the device |

+ Administrators will be able to remotely provision wifi
networks

You can do the following actions on your |
device remotely: |
* Locate device on a map

* Ring your device at high volume

* Reset your device password/PIN

* Lock your device

< CANCEL ENFORCE >
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4. Confirm Install by clicking “Enforce”
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Status

ale.garofalo@synergycompanies.org

0 ale.garofalo@synergycompanies.org

Device is managed by
synergycompanies.org

Administrators can set policies and
remotely wipe the device.

$  Sync
Successfully synced with server at
13:26.
SYNC NOW
9 Locate

Locate your device at: google.com/
apps/mydevices

©  Unregister
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5. Once its finished with registration you're finished. Congratulations! You
can always find your Google Apps Device Policy by opening
the “Google Device Policy” app.
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Q Sync
Successfully synced with server at
13:26.
SYNC NOW
Q@ Locate

Locate your device at: gooale.com/
apps/mydevices

©  Unregister

Unregister this account so it is ho
longer managed by your admin.
This action will also remove your
account.

UNREGISTER

6. Within the app you can view details and unregister if no longer using a
“synergycompanies.org” account on device. If you unregister you will also
remove your “synergycompanies.org” account from device.

Thank you for keeping company and customer information secure



